EXCERPTS FROM CONFRONTING CATASTROPHE: A GIS HANDBOOK,
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Below are provided excerpted paragraphs from the above document that I consider the most useful in developing or critiquing a GIS strategic plan for catastrophic events. This is the best ESRI book I have read, and the only ESRI book I am aware of that focuses primarily on dealing with the kinds of catastrophes that a terrorism attack could create. It was developed after and because of 9/11, and uses much information from the NYC experience. I have organized the material by planning topic. The parentheses at the end of each paragraph denote the book page number.

Data Collection

[One} important factor in the workload of those laboring in the Mapping and Data Center on Pier 92 was the effort involved in getting access to relevant, complete, and compatible data for the myriad layers of New York City—much of which was held by departments and agencies that had no history of data-sharing, or even of carrying on effective communication.  One salutary effect of the tragedy was that it helped to start bringing down those barriers. (xii)

Just what data sets will be relevant will challenge the imagination of all stakeholders. Since the exact size, form, and timing of a disaster cannot be predicted (and in the case of earthquakes or terrorism, little to no prediction can be done at all), the worst course would be to place limitations on the data that a GIS team might need. There is no way to know that a data set that now seems to have no connection to a disaster response—the location of veterinary clinics, for instance—may become crucially important later. (4)

The time to hold difficult data-sharing negotiations is well before the data is actually needed. There will be little or no time after a disaster actually hits; even the ability to communicate at a basic level is likely to be compromised. (5)

In inventorying assets, the GIS-aware disaster manager should consider many other, less obvious assets whose destruction or disablement might have repercussions beyond the immediate. For example, an asset inventory cannot be focused solely on public property. Even though disaster management for the purposes of this handbook is considered a public function, the private sector’s asset losses in a disaster must also be considered by those on the public side; not only will privately owned businesses expect public emergency services, their physical plants may contain additional, hidden hazards that can multiply the impact on public services. Manufacturing plants and distribution centers, for example, will likely contain hazardous chemicals and other substances. Even large retail stores that sell items as mundane as sofas and candy bars also have large inventories of significant hazards to the community, such as pesticides or compressed gas tanks. In most states, these will be in a database somewhere. Finding that database is the mission of the GIS team at this stage. (5)

On the other side of the equation are assets vulnerable to damage, including critically important facilities in the community, and other vulnerable social, economic, and environmental elements. New Hanover’s first level of assets, ” critical facilities, ” includes structures and buildings used for communication; fire and rescue; government; hospital and nursing care; police; schools and day care; shelter; transportation; and utility services. (8)

Some of this kind of asset data was extrapolated from other sources, typifying the kinds of creative thinking that are often needed for good disaster management. One asset class, vulnerable populations, measures societal vulnerability. Census Bureau demographic categories do not specifically encompass populations by such names. However, from areas where a higher proportion of the elderly live you can infer that evacuation may be more difficult and time consuming because the people who live there won ’t be as mobile and may need specialized medical attention—thus, this is a more vulnerable class of assets. Similarly, areas more densely populated with members of an ethnic minority may not be able to understand instructions given to them in English. Areas with a large population of rental units are more likely to be ones that are uninsured or underinsured. Areas with a greater proportion of people who didn’t finish high school may mean that written evacuation instructions won ’t reach as wide an audience as they would in other areas. (9)
A short, random list of likely map products is likely to require data resources from some not-so-obvious sources: 

· Staging and triage areas (police, building department, property tax department)

· Helicopter landing zones (Federal Aviation Administration)

· Hospitals, hospital emergency access routes, potential medical triage areas (local health authorities)

· Command posts and danger zones (police, fire and emergency services)

· Power generation assets (local utilities)

· Shelters (school district, social services agency)

· Nursing homes, assisted-living facilities, and board-and-care homes (local office on aging, state licensing agency)

· Freeway and highway areas under construction (state or local transportation agency) (30)

It will be critical to consult with the experts in a particular agency on which data they will most urgently need in a disaster. Perhaps no more than six or seven likely map products will result from this discussion, but that will be sufficient to begin assembling the appropriate data sets. (54)

On the logistics side, a likely data cache to have on hand for quick mapping would be the locations of fuel for motor vehicles—diesel as well as gasoline. There will be hundreds of possibilities for such data sets, depending on regional history and location. These should be thoroughly explored well beforehand. (54)
Predefined templates of map documents can save a great deal of time, even if the exact data sets that will be needed are not yet known. Experts say these can and should include the layers that might possibly be used, organized into a layout that would be most helpful cartographically. Symbology and label styles can be predefined and standardized, as can equally important elements such as the map title, disclaimers, organization identification, some legend information, and a time and date stamp. (54)
​

Systems and Tools
An enterprise GIS solution—in which all agencies have access to a centralized base of geographic data layers—leverages the public’s already considerable investment in data by reducing redundancies in both data and processing. An enterprise-based system allows disaster and emergency management agencies to access any data layer that might be most useful to them during a time of crisis. Because it can never be predicted which data layer that might be, accessing the entire system allows for more flexibility than one in which disaster managers access only a previously selected, compartmentalized set of data layers. (xiii)

One of the most thorough and easily accessible examples of the identification and planning process can be found in work done in New Hanover County, North Carolina, in 1998 and 1999. New Hanover was one of seven pilot areas selected by the Federal Emergency Management Agency (FEMA) to participate in Project Impact. This was a national program to help communities reduce their vulnerability to natural and man-made disasters, preferably through innovative uses of technology, and preferably through collaboration between private and public sectors. The end result of the collaboration between New Hanover, FEMA, and the Coastal Services Center of the National Oceanic and Atmospheric Administration (NOAA) was the Community Vulnerability Assessment Tool (CVAT), which consists of GIS software, data, and related methodologies and tutorials on CD. (The package is available online at csc.noaa.gov/products/nchaz/startup. htm. The free CD can also be ordered by anyone from this site. ) Nearly four thousand of the CDs have been distributed, and many state and local governments have used it as a model for their own hazard identification and mitigation efforts and projects. (6)

Ideas about specific data sets and map products should be solicited from as wide a group of potential customers as possible. If other agencies see that the GIS team is working to create products that help them, the less resistance there will be to the idea of contributing data or other support. Many of the needed data sets will be obvious and require little debate; for example, street centerline data sets to make accurate street maps will be necessary as basemaps in most urban and suburban environments. But some additional thought should be given to how these can be customized for a particular situation. For example, consider how street map products might be configured so they don’t simply end at the county line: if you are delineating evacuation routes, it’s very likely the evacuation will continue into the adjacent jurisdiction. (28)
GIS is at the core of several disaster-modeling applications that can be invaluable for preparedness training. One of these is the well-known Consequences Assessment Tool Set, or CATS. Created by Science Applications International Corporation (SAIC) of San Diego under contract to the federal government, CATS estimates damage and probable casualty figures for a broad range of natural and man-made disasters anywhere in the forty-eight contiguous states, using real-time climate conditions and 150 national data sets. Operating from ArcView and ArcGIS, CATS can model and predict the outcome of a variety of man-made and natural disasters, including earthquakes, hurricanes, and toxic substance releases. It can be operated in the field, letting responders model possible outcomes of a disaster being played out in front of them. It also lets them download real-time weather information from sources such as the National Hurricane Center in Florida. Because it was developed under contract to the federal government for disaster management purposes, it is freely available to local governments through ESRI. (31)

The team instituted a new system using ArcSDE software, which works as a bridge between desktop-mapping products such as ArcGIS and a relational database of geographic data such as SQL Server. With the help of ArcSDE, GIS team leaders were able to bring some order to the system. Rules were set for who would be authorized to make changes to a data layer, how those changes would be made, where data and map products would be located within the database, and so on. A GIS administrator was assigned authority over the system for each shift. In this new system, when a map request came in with new data attached to it, a map team member would enter the data into a temporary version of the data layer to which nobody else had access. After the new map’s accuracy was verified with the original map requester, the GIS administrator reviewed the updated version, then approved its use by everybody. (49)

The ArcSDE implementation had another benefit in that it allowed a reliable history of maps and therefore data to be built. Such histories are critical for the kinds of longer-term recovery efforts that must take place in the wake of a disaster response, especially for one as big as September 11. (49)

Another innovation implemented at Pier 92 was an online system for requesting map products. Although the initial paper system worked well, the online system worked better: it allowed the GIS team to customize the kinds of information that map requesters submitted, and also let them get to the requests faster. (49)
The GIS team also developed plans to extend this online system to allow for online publishing of the completed maps with Web browsers, using ArcIMS. This would have allowed users to create customized maps on their own desktops, panning and zooming at will to create maps of locations, extents, and features they need. (50)

The online map request system invented at the Emergency Mapping and Data Center made the entire operation more efficient, allowing GIS administrators to see exactly who was making what maps, and for whom. (50) (Figure title)
While some kind of on-scene response will always be a requirement for most disasters, the Internet and online map services are beginning to extend significantly the range of the support that GIS can give. Nowhere is this better demonstrated than in Pennsylvania, where GIS forms the core of a new online, statewide, interagency response system. Its remote capabilities permit not just long-distance monitoring of disaster situations from anywhere, but also facilitate communication among agencies. Each of several agencies with potential lead disaster response responsibilities access the Pennsylvania Incident Response System (PAIRS).). The pilot program roster includes the Pennsylvania Emergency Management Agency, the Department of Environmental Protection, and the Department of Agriculture; other state agency access is planned for the future. (61)

This South Florida Water Management District ArcPad screen shows a polygon delineating an area of flooding drawn over an orthophoto. Transmitted back to the operations center, this information will allow flood emergency managers to make adjustments much sooner and more efficiently than before. (61) (Figure title)

When users enter the site, they can access a variety of informational and data-entry Active Server Page screens. These are similar in appearance but customized for each agency—and customized for the kinds of incidents for which the agency would most likely lead a response. For example, the Department of Health screens provide human health related forms that the Department of Agriculture might not need. (62)

The PAIRS input screen drop-down list shows the wide array of disaster incidents the system is designed to handle. (62) (Figure title)
The incident-entry screen includes buttons to allow the user to share the information with a variety of others—including the state director of homeland security—or to use it only for internal agency use. The common point of reference, the glue that links all these agencies, is the common geographical point of reference they all have. When the incident information is entered—by any employee, regardless of technical expertise—its location is automatically recorded in the database, along with the relevant attribute information. The record of the incident, which each agency can access from a screen that allows them to search incidents by county, agency, data, type of incident, or incident status, has a hyperlink to an online map. Clicking the hyperlink brings the user directly to the incident location on the map. A variety of functions can be performed from the online map screen, including zooming, panning, distance measurement, and identification of any incident or map layer feature. The incident-entry screen also contains geographic parameters, not only to locate the incident within the online state map, but also to more precisely define its effects on the environment—when the operator enters the incident’s location by address, intersection, or latitude and longitude, for example, the application automatically places that incident in the correct county and municipality, and also in the relevant watershed. The incident data is stored in an Oracle database, from which ArcSDE retrieves and serves it to the interface screens. (62)

Map Making

There may be no more than a half-dozen of these basic, almost generic maps prepared. But basic and simple as they may be, care should be taken with the selection and display of features on them. Because many responders to a local disaster may be from out of town, and because street signs themselves may be damaged or missing, it will be important to clearly relate streets on the maps to visible landmarks, such as parks, rivers or streams, bridges, hills or other areas of high elevation, or high landmarks such as tall buildings, cell towers, and water tanks. However, these should not overload a map display: a first responder unfamiliar with an urban area will not need information on every downtown building, but rather, just enough information to get oriented. Good cartographic design should prevail on such maps: consistent, understandable labeling of features, sufficient white space, no confusion in the legend. (29)

Anticipating mapping needs means understanding that inevitably there will be points of failure. Data and equipment will break, be lost, or be unusable for the most arcane, unexpected reasons. You will not, for example, be able to assume that your connection to your geographic data server—or to the backup server, if you are farsighted enough to have one—will be working, or will stay working. Thus, the GIS team should prepare data and templates of standard map products well ahead of time. The exact data and geographic areas represented on these will depend naturally on local conditions, local hazard risks, and substantially on the preferences and needs that local responders and others express when you consult with them on this issue. The relevant data should be kept on CDs in agreed-on formats, and in agreed-on locations, with many copies in many different places. Whatever normal data backup and update systems are already in place should be modified to encompass these disaster response CDs. (31)

Of the many lessons that can be taken from the September 11 GIS experience, one was not to underestimate the high value that disaster response teams and the public place on orthophotos; even those who distrust maps will be drawn to a detailed, accurate orthophoto of a disaster area, especially when it is joined with street centerline or building footprint data. GIS response teams in other disasters should expect a high demand for this product. (44)

Among the most popular of the standards were maps showing restricted zones in the city; locations of command posts and other response-related resources; utility outages and transportation restrictions; building-status maps; and street maps over orthophotos of the city. The demand for hard-copy maps became so great that it required that a number of organizational changes be made in order to keep the operation running smoothly. (48)

Organization
Failures of communication are another common issue in disaster response. Not only do communication devices break down because of power-supply or other problems; the communication systems among people and agencies also have a tendency to fail. Problems arise because key personnel are missing; strangers who have differing priorities are thrown together with a mandate to solve major problems, without any previously established relationship to start from. But a spatial visualization of the common area of concern can help establish that base of communication. A map can provide a common language for people who might otherwise have no way of communicating well. (28)
[Experts] recommend laying the groundwork for obtaining remote sensing data of a disaster scene well before the event. That may mean executing contracts and agreements with vendors and government agencies well ahead of time, so that planes can be in the air, gathering this highly valuable data, with no more than a phone call or two. (44)

One of the most notable differences between a regular GIS operation and the combat GIS version is how much faster it is, the experts say. This is not a consideration that should be underestimated. The speed and pace of a combat GIS operation will probably astonish those coming from a more leisurely paced GIS operation; it will nevertheless be the most in-your-face aspect of the reality there: on-scene commanders will want geographic information, maps, and analysis immediately—and then they will want it all over again, because the situation at the disaster scene may have changed from twenty minutes before. (50)
Experience will be the best preparation for this reality, and disaster response exercises should try to reflect it. Accurate anticipation of the probable data and map needs of the operations center—and good preparation toward meeting those needs—will help reduce the stress. (51)

The details will vary with each organization and each response incident, but in general, the equipment and system architecture of the GIS response team should reflect the needs of the mission: mobility, flexibility, and interconnectivity will count the most. Above all, the system should avoid what Dave Kehrlein of California’s Governor’s Office of Emergency Services calls “single points of failure ”—a comparatively minor vulnerability that can render the entire system inoperable. Passwords are one example of this. If they must be used at all, they should be accessible in an emergency by several members of the team. (51)

Data access is another example of a potential point of failure. All necessary basemap data for a particular region—decided on well in advance, of course—should be on CD, with many copies easily accessible. Although the GIS team may have access to a centralized, enterprise GIS that may contain more complete data sets, the team cannot depend on having any communication available to connect to those databases; CDs of previously consolidated data are a far more reliable option. (51)

Clearly laid-out directory structures and file organization are of critical importance because of the stability they can provide. In a disaster response, everything outside the operations center will seem to be in chaos, and everything inside will be in a state of flux as well—most noticeably, personnel will be moving in and out, with many people handling different assignments throughout the course of a response. This kind of turnover—among those both making maps and those needing them—will quickly turn the mapmaking process into disarray if the digital workspace is not clearly laid out. Folders and directories should use logical, not arbitrary, names. Naming conventions learned in software training classes over many years—where a training folder or workspace is identified by student name, perhaps—should be discarded in favor of simple and descriptive labels that clarify, not obscure, the contents of a directory. (52)

Shortly after the September 11 tragedy, the Deep Infrastructure Group was formed to support the Emergency Mapping and Data Center for the New York City Mayor’s Office of Emergency Management (OEM) at the newly constructed Emergency Operations Center (EOC) located at Pier 92 on Manhattan’s midtown west side. Wendy Dorf, GIS director at the New York City Department of Environmental Protection (NYCDEP) and project manager of the acclaimed NYC-wide Water Main Mapping and GIS projects, was directed by OEM to lead the Deep Infrastructure Group, focusing initially on supporting rescue operations being conducted by the Fire Department of the City of New York (FDNY). Dorf assembled a technical staff and began developing a data structure of underground infrastructure to support the rescue operation at Ground Zero. 

The Deep Infrastructure Group developed a three-phased approach to meet the city’s underground utility needs for disaster relief. Phase I consisted of identifying and collecting pertinent data sets from both city and private companies specializing in utilities.  Phase II involved registering the data sets to the city’s standard cartographic basemap, NYCMAP. Because time was critical in the wake of September 11, data sets were divided among group specialists.  (65)

As data was collected, multiple initiatives were pursued during meetings that took place continuously at the Emergency Mapping and Data Center. New technologies were introduced and evaluated for potential enhancement to the Deep Infrastructure data structure, and, more significantly, to facilitate the rescue and recovery operation. There were also continuous security and legal discussions concerning protection of the infrastructure data. Participants addressed data security issues quickly, to ensure the rapid exchange of data among city agencies and private companies, to protect the rescue workers, and to eliminate fears of inappropriate data leakage.  (65)

The security of utility data is of utmost importance. The sensitive content of Deep Infrastructure data sets could provide terror attack “hot spots, ”locations at high risk for human injury. For protection, all data sets were made confidential. To obtain maps and data in hard-copy or digital format, approval was required from the data originator/owner through the Emergency Mapping and Data Center manager and would not be released without approval at the highest levels of the OEM.  (66)

Phase III of the project is ongoing—providing GIS to support new NYC policies for disaster relief and terrorism. As new data sets are created or uncovered, the Deep Infrastructure Group sets about the task of assessing the technical issues, compiling the data, and customizing the product into a universal commodity to best serve the city. The transition from raw data to product is driven by critical time frames and tasks, from saving lives to protecting residents, to reducing the risk of future incidents. (68)

In mid-October, the Deep Infrastructure Group turned its attention to using GIS in response to bioterrorism against the city. In accordance with a memo from the federal Office of Homeland Security, local agencies were asked to compile secure, standardized databases to be made available in bioterrorism emergencies. For this, the Deep Infrastructure Group evaluated the location and availability of building data. Specifically, the group explored the availability of building floor plans to locate features that might be vulnerable to an attack. A preliminary meeting was held in November with representatives of the Department of Buildings (DOB), at which DOB representatives committed to sharing data. Since then, a pilot project was initiated to integrate DOB’s data sets into OEM’s integrated GIS. The primary function of the project is to build a data collection workflow and an institutional framework for monitoring the availability, completeness, and accessibility of information in emergencies. (68)

Another aspect of the strategy to prepare for potential bioterrorism was to explore NYCT mapping data and drawings for infrastructure features vulnerable to an attack. This information would be useful for better securing the transit system. This data is being developed for Ground Zero and may serve as a model for other locations.  (68)

Lessons learned The New York City GIS community has long supported the concept of an infrastructure data structure registered to the NYCMAP. The September 11 events magnified the need for and value of a central repository of compiled infrastructure data as a tool for responding more efficiently to an emergency. The compilation of data at Ground Zero proved to be of great use in the rescue and recovery operations. The event highlighted the need to have data compiled prior to an emergency and available immediately. It would be appropriate to consider expanding the infrastructure model already developed at Ground Zero, along with the planned building model that is to be developed. (68)
Media

The media will also be an important consumer of map products during a disaster and the aftermath. In an age when several cable networks run virtually nothing but news twenty-four hours a day, and online sites by the hundreds compete with them, the media’s appetite for information will be prodigious. Ignore this reality at your peril. In the absence of facts, rumors and half-truths tend to fester, and in the end it will mean more work for the disaster response team, not less. (56)

Leaving aside any philosophical disagreements with modern media behavior in a disaster, keep in mind that the media will often be an emergency operation center’s best conduit to getting information out to the public—whether simply updating a situation, reporting evacuation orders, or warning the public to stay clear of certain areas. (56)

Keep in mind also that maps make great graphics for the media. Experienced editors and producers know a graphic message will usually grab their readers’ and viewers’ attention better than a long string of text, or an announcer talking. When it comes to informing the public about the location of evacuation routes, fire lines, or no-go areas, maps will do it better than anything else. (56)

Whatever public information plan is in place at a particular response, the GIS team should make it a point to educate those doing public information of the great amount of information that a map can put into a small compact package. One necessary preparation for this will be to discuss with incident commanders which data can be widely disseminated (such as the path and speed of fire perimeters or floodwaters) and which may need to be held more closely (such as the exact location of the ignition point of a suspected arson-caused fire). (56)
On a technical level, thought should be given to some kind of direct link, or URL, that will allow map products to be transmitted directly to media organizations with the greatest clarity. If possible, a GIS staffer could be assigned to answer specific questions about map products from media organizations’ graphic specialists, who can make those products look very good. (57)
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